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communicate specific preferences online that will allow them to receive information

tailored to their own interests.  For instance, AOL members can set their online

preferences to get sports scores or stock quotes, read news stories about their own

hometown, or receive notices about special discounts on their favorite CDs.  No other

commercial or educational medium has ever afforded such tremendous potential for

personalization, and we are seeing customers take advantage of these opportunities at an

incredible rate – through our own services and through countless other business models

for personalization, from online bookclubs to discount ticket agencies to special offers

from the local supermarket.

But we know now that the power of the Internet can only be fully realized if

consumers feel confident that their privacy is properly protected when they take

advantage of these benefits.  If consumers do not feel secure online, they will not engage

in online commerce or communication -- and without this confidence, our business

cannot continue grow.  For AOL, therefore, protecting our members' privacy is essential

to earning their trust, and this trust is, in turn, essential to building the online medium.

That’s why AOL and other companies have devoted so much time and energy to creating

strong privacy policies that provide meaningful protection and are backed up by

compliance and enforcement programs.

AOL’s own commitment is based on the lessons we’ve learned over the years and

the input we’ve received from our members.  We’ve created privacy policies that clearly

explain to our users what information we collect, why we collect it, and how they can

exercise choice about the use and disclosure of that information.  AOL’s current privacy

policy is organized around 8 core principles:

(1) We do not read your private online communications
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(2) We do not use any information about where you personally go on AOL or the Web, and we do not give
it out to others.
(3) We do not give out your telephone number, credit card information or screen names, unless you
authorize us to do so. And we give you the opportunity to correct your personal contact and billing
information at any time.
(4) We may use information about the kinds of products you buy from AOL to make other marketing offers
to you, unless you tell us not to. We do not give out this purchase data to others.
(5) We give you choices about how AOL uses your personal information.
(6) We take extra steps to protect the safety and privacy of children.
(7) We use secure technology, privacy protection controls and restrictions on employee access in order to
safeguard your personal information.
(8) We will keep you informed, clearly and prominently, about what we do with your personal information,
and we will advise you if we change our policy.

We give consumers clear choices – which are easy to find and easy to exercise --

about how their personal information is used, and we make sure that our users are well

informed about what those choices are.  For instance, if an AOL subscriber decides that

she does not want to receive any tailored marketing notices from us based on his personal

information or preferences, she can simply check a box on our service that will let us

know not to use her data for this purpose.  Because we know this issue is so critically

important to our members and users, we make every effort to ensure that our privacy

policies are clearly communicated to our customers from the start of their online

experience, and we notify our members whenever our policies are changed in any way.

We also make sure that our policies are well understood and properly

implemented by our employees.  We require all employees to sign and agree to abide by

our privacy policy, and we provide our managers with training in how to ensure privacy

compliance.  We are committed to using state-of-the-art technology to ensure that the

choices individuals make about their data online are honored, and that such data is

protected and secured.

And we try to keep users informed about the steps they can take to protect their

own privacy online.  For instance, we emphasize to our members that they must be



5

careful not to give out their personal information unless they specifically know the entity

or person with whom they are dealing, and we encourage them to check to see whether

the sites they visit on the Web have posted privacy policies and to review those policies.

Furthermore, AOL takes extra steps to protect the safety and privacy of children

online.  One of our highest priorities has always been to ensure that the children who use

our service can enjoy a safe and rewarding online experience, and we believe that privacy

is a critical element of children’s online safety.

We have created a special environment just for children -- our “Kids Only” area --

where extra protections are in place to ensure that our children are in the safest possible

environment.  In order to safeguard kids’ privacy, AOL does not collect personal

information from children without their parents’ knowledge and consent, and we

carefully monitor all of the Kids Only chat rooms and message boards to make sure that a

child does not post personal information that could allow a stranger to contact the child

offline.  Furthermore, through AOL’s “Parental Controls,” parents are able to protect

their children’s privacy by setting strict limits on whom their children may send e-mail to

and receive e-mail from online.

As you know, AOL supported legislation in the 105th Congress to set baseline

standards for protecting kids’ privacy online – precisely because of the unique concerns

relating to child safety in the online environment.  We worked with Senator Bryan,

Senator McCain, the FTC, and key industry and public interest groups to help bring the

Child Online Privacy Protection Act (COPPA) to fruition.  We believe the enactment of

this bill – which took effect last month -- was a major step in the ongoing effort to make

the Internet safe for children.
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In addition to adopting and implementing our own policies, AOL is committed to

fostering best practices among our business partners and industry colleagues.  One of the

strongest examples of this effort is our "Certified Merchant" program, through which we

work with our business partners to guarantee our members the highest standards of

privacy and customer satisfaction when they are within the AOL environment.   AOL

carefully selects the merchants we allow in the program, and requires all participants to

adhere to strict consumer protection standards and privacy policies. The Certified

Merchant principles are posted clearly in all of our online shopping areas, thereby

ensuring that both consumers and merchants have notice of the rules involved and the

details of the enforcement mechanisms, which help to foster consumer trust and merchant

responsiveness.

Through our Certified Merchant program, we commit to our members that they

will be satisfied with their online experience, and we have developed a money-back

guarantee program to dispel consumer concerns about shopping online and increase

consumer trust in this powerful new medium.  We believe that these high standards for

consumer protection and fair information practices will help bolster consumer confidence

and encourage our members to engage in electronic commerce.

We at AOL are proud of the steps we’ve taken to create a privacy-friendly

environment online for our members and encourage our industry colleagues to do the

same.  But we haven’t done these things to prove a point or to discourage government

regulation  – we’ve done them because we must do them, because our business, more
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than ever, requires us to respond to consumer demands and take privacy seriously in

order to build more consumer trust in the medium.   And we know that many other online

businesses feel exactly the same way.  That’s why AOL joined with other companies and

associations two years ago to form the Online Privacy Alliance (OPA), about which you

will hear more this morning from another witness.   And that’s why through

NetCoalition, a group representing some of the largest and most active online companies,

we recently sent a letter to 500 CEOs encouraging them to post good privacy policies on

their websites that contain the key fair information principles, and to fully implement

these policies within their companies.  The progress that industry has made is real – one

thing the FTC report clearly shows is that the proportion of commercial websites posting

privacy policies has skyrocketed in less than three years from less than 14% to over 90%

-- unbelievable progress for an industry that barely existed just a few years ago and which

today is demonstrating the most rapid growth in the history of media.

So where are we now?  The FTC report concludes that, despite this progress,

industry hasn’t done enough, and that broad privacy legislation is necessary in order to

ensure that consumers are protected.   Does this mean that self-regulation is a failure?

What are we supposed to do next?

As the Commerce Committee and other Congressional leaders begin to sift

through the FTC’s recommendation and face the issue of whether to take action in this

area, I would like to offer just a few thoughts on how you might approach answering

these difficult questions:
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First, it is important that all of us in industry and government stop thinking about

the privacy issue as a “zero sum game” – as self-regulation versus government

regulation.  Instead, we must remember that the crux of the issue is really consumer

confidence, consumer protection, safety and security.  And since all of us have the same

end goal – to ensure that consumers trust the online medium – we do not need to set

ourselves up as opponents in a privacy “battle.”   Clearly the industry has an enormous

incentive to make consumer protection a fundamental part of doing business, but there is

also an important role for government in protecting consumers.  One way to approach

this joint responsibility is to allow the market to lead the way in developing up-to-date

and innovative initiatives for protecting privacy, but let the government step up its

enforcement activities.  Indeed, the government’s existing enforcement powers are

greatly expanded simply by the proliferation of privacy policies, now numbering 90

percent.   This type of partnership allows for maximum flexibility and technological

innovation, so that the “good guys” can set the stage for best practices while the “bad

guys” pay the price for bad behavior.

Second, it is critical that neither the government nor industry view privacy as a simple

issue with a simple answer.  On the contrary, when we as businesses ask our consumers

what it is they are most concerned about we get a variety of different answers:

– For some consumers it is security rather than privacy that is the greatest concern.
They care more about whether their credit cards can be safely “submitted” online than
about whether their ISP will send them a tailored advertisement.  In reality, the risks
of identity theft may actually be greater in the offline world than in the online world,
where fewer humans actually touch or handle an individual’s credit card, for example.
Yet the prospect of personal information being compromised through hacking and
theft is likely keeping many consumers from going online.  This is certainly an area
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where the industry has every incentive to do the right thing but the government must
make clear that bad behavior is not acceptable.

– For other consumers, the primary concern relates to sensitive information like health
and financial data.  Individuals want to take advantage of online health-related
services, for example, without worrying about embarrassing or compromising
releases of their health information.  For these types of information, industry and
government will need to determine what privacy standards need to be in place for
particular businesses to succeed, and indeed Congress has already addressed these
issues through financial services legislation enacted last Congress and the Health
Insurance Portability and Accountability Act of 1996, neither of which have yet been
fully implemented.

– Still another group of consumers is concerned about whether their online behavior is
being “tracked.”  Yet when the technologies behind such activity are explained and
consumers are able to understand that there are both positive and negative uses of
these types of tools, it may turn out that consumers simply want to know what a
particular website is doing so they can make their own decisions about how to use
these services.

Such examples underscore the intricacy of the privacy issue and the difficulty in

pinpointing the actual problems that need to be addressed through industry or government

action.

Unfortunately, the FTC’s recommendation for a sweeping regulatory regime for

online privacy does not take into account either the complex dimensions of this issue or

the need for an industry-government partnership on privacy.  The Commission purports

to recognize the important role that industry leadership on self-regulation plays in any

privacy solution; yet the report recommends broad legislation that would provide

“flexibility to the implementing agency in promulgating its rules or regulations…[that

could] define…fair information practices with greater specificity.”  Such expansive

regulatory authority could actually discourage industry-led initiatives and market-driven



10

solutions by outlawing consumer-oriented methods of privacy protection and

personalization.  Furthermore, such sweeping legislation would not take into account all

of the more targeted proposals that have either been enacted or are pending – from the

new children’s privacy law, to rules for health and medical data, to financial privacy

regulations.

We at AOL would therefore ask the Members of this Committee to develop its

policies in the privacy area with high regard for the benefits of personalization and the

efficacy of industry action to date.  You may find that there are gaps in industry

enforcement where government must step in to ensure compliance.  Nevertheless, it is

clear that companies are responding to the increasing marketplace demand for online

privacy, and that the tremendous growth of e-commerce reflects positive trends on a

variety of consumer protection issues, including privacy.  Sweeping regulatory action

could very likely curb such market innovation and competition and discourage creative

and flexible approaches to privacy protection.

The challenges that lie ahead will give us the chance to prove that industry and

government can work together to promote online privacy.  But ultimately, it is the

consumer who will be the judge of whether these efforts are adequate.  Because no matter

how extraordinary the opportunities for electronic commerce may be, the marketplace

will fail if we cannot meet consumers’ demands for privacy protection and gain their

trust.

We at AOL are committed to doing our part to protecting personal privacy online.

Our customers demand it, and our business requires it -- but most importantly, the growth
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and success of the online medium depend on it.  We appreciate the opportunity to discuss

these important issues before the Committee, and look forward to continuing to work

with you on other matters relating to the Internet and electronic commerce.


